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311. Progress Energy agrees with the
CIP Assessment that a backup should be
tested before it is stored, but believes
that the frequency of testing should be
left to the discretion of the responsible
entity. SPP asserts that backups should
be routinely and regularly backed up,
not just upon a significant change to the
configuration. SPP notes that a properly
configured backup and restoration
testing process obviates the need to
make special backups upon occurrence
of the significant changes to existing
critical assets defined by CIP-007-1,
Requirement R1.

Commission Proposal

312. The Commission proposes to
instruct the ERO to modify this
Reliability Standard to incorporate
guidance that the backup and
restoration processes and procedures
required by Requirement R4 should
include, at least with regard to
significant changes made to the
operational control system, verification
that they are operational before the
backups are stored or relied upon for
recovery purposes.

313. The Commission agrees with
NERC that preserving multiple
generations of restoration backups is
common practice, and believes that
competent and complete
implementation of the CIP Reliability
Standards would tend to include testing
of recovery backups as they are created,
also as a matter of good, efficient
practice. However, we disagree with
NERC that exercising these good
practices is contained in, implied by, or
readily understood from Requirement
R6 of CIP-003-1. Adding language, such
as ‘“‘these procedures are to include
practices to test and verify the
operability of the backup before it is
stored and relied upon for recovery,”
would eliminate this ambiguity. As
stated above, in our discussion of the
change control processes required by
Requirement R6 of CIP-003-1, the
Commission reiterates its position, that
there is a need for enhanced direction
in issues related to proper change
control. The CIP Reliability Standards
should specifically state that a change
control process should include
procedures for a tested backup. No
backups of any kind are mentioned in
CIP-003-1, Requirement R6.

f. Testing of Backup Media

314. Requirement R5 requires annual
testing of information stored on backup
media to ensure information essential to
recovery is available. The CIP
Assessment noted the criticality of such
information being accessible in the
event of an actual incident, noted that

the Reliability Standard does not specify
any actions to be taken in the event of

a failure in testing, and asked whether
such testing should also be conducted
on a more frequent basis.

315. NERC and ReliabilityFirst
comment that, since the Reliability
Standards cannot predict what
technology will be used, they should
not specify actions in response to
testing. They believe that routine use of
backups will serve to exercise the media
more often than the specified one-year
test. Likewise, Georgia System states
that annual testing is more than
adequate, even unnecessary, if no
significant changes were made to the
system; and more prescriptive
Reliability Standards should be
developed only if experience shows that
discretion exercised in implementation
of the Reliability Standards is abused.

316. Santa Clara agrees with the CIP
Assessment that testing of information
stored on backup media is crucial to the
integrity of those backup systems. It
submits that such testing could be done
on a periodic basis, and in an “off-line”
mode if necessary. Santa Clara has
found it beneficial to maintain more
than one set of backups so that, if the
latest backup fails, the previous backup
has been tested and validated, leaving a
“Plan B” restoration solution available
until the latest backup system is
corrected.

317. Constellation adds that review of
the backup and recovery plans is
implicit if the annual review of the
Cyber Security Policy already required
by the CIP Reliability Standards is
performed competently. SPP agrees that
restoration testing is only one part of a
more comprehensive backup plan,
noting that the entity needs to have
procedures to verify backups are
successfully completed every cycle, and
procedures for when the backup fails.
SPP points out that failure to notice that
a backup process has failed poses a far
greater risk than infrequency of testing,
as long as the backup process is
properly managed.

Commission Proposal

318. The Commission agrees with
commenters that, if these CIP Reliability
Standards are implemented in a full and
competent manner, then adequate
backup verification measures will
probably be in place. Reliability
Standards, however, demand a higher
degree of certainty. The proposed
Reliability Standards do not provide the
guidance that SPP offers—that
responsible entities need to have
procedures to verify backups are
successfully completed every cycle and
to have recovery procedures in place for

when the backup fails. The Commission
agrees with SPP on this point.

319. The Commission proposes to
direct the ERO to modify this Reliability
Standard to provide direction that
backup practices include regular
procedures to ensure verification that
backups are successful and backup
failures are addressed, thus
guaranteeing that backups are available
for future use. Insertion of language
such as, “backup procedures are to
include regular verification of
successful completion and procedures
to address backup failures” would
satisfy this goal. We agree that inability
to recognize the failure of a backup
process poses a great risk, and that the
annual restoration testing in this
Requirement is adequate as long as the
backup process is properly managed.

g. Commission Proposal Summary

320. In summary, the Commission
proposes to approve Reliability
Standard CIP-009-1 as mandatory and
enforceable. In addition, the
Commission proposes to direct the ERO,
pursuant to section 215(d)(5) of the FPA
and § 39.5(f) of our regulations to
develop modifications to CIP—-009-1
through its Reliability Standards
development process that: (1) Clarify
Requirement R1 to make clear that the
required recovery plans must be
implemented when the “events or
conditions of varying duration and
severity”’ occur; (2) incorporate use of
good forensic data collection practices,
and make clear that such practices
should not impede or restrict system
restoration and to consider whether it is
necessary to include a “technical
feasibility” provision with the
parameters discussed above; (3) define
in the NERC glossary the term ““full
operational exercise” or provide more
direction directly in the Reliability
Standard as to the parameters of the
term; (4) require a full operational
exercise once every three years (unless
an actual incident occurs), but to permit
reliance on table-top exercises annually
in other years and consider the
appropriateness of a technical feasibility
option in connection with modified
operational exercises; (5) shorten the
timeline to updating recovery plans to
30 days, while continuing to allow up
to 90 days to communicate those
updates to responsible and affected
personnel; (6) incorporate guidance that
the backup and restoration processes
and procedures required by
Requirement R4 should include, at least
with regard to significant changes made
to the operational control system,
verification that they are operational
before the backups are stored or relied
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upon for recovery purposes; and (7)
provide direction that backup practices
include regular procedures to ensure
verification that backups are successful
and available for future use.

C. Violation Risk Factors

1. Background

321. In a separate filing, NERC
submitted over 1,000 Violation Risk
Factors, including 162 that correspond
to Requirements of the proposed CIP
Reliability Standards.?15 While the
Commission has addressed the
Violation Risk Factors that correspond
to the Requirements of the Commission-
approved Reliability Standards, NERC
requested that the Commission take
action on the Violation Risk Factors
when it takes actions on the associated
Reliability Standards.116 Accordingly,
the Commission will address the
Violation Risk Factors that correspond
to the CIP Reliability Standards in this
proceeding.

322. As part of its compliance and
enforcement program, the ERO will use
a three-step process to determine a
monetary penalty for a standard
violation. In the first of these steps, the
ERO or Regional Entity will set an
initial range for the base penalty amount
for the violation. In order to accomplish
this, the ERO or the Regional Entity will
consider the applicable Violation Risk
Factor 117 and Violation Severity
Level 118 in the “base penalty amount
table” in Appendix A to NERC'’s
Sanction Guidelines. According to
NERC, the base penalty amount table
adds a measure of certainty for those
subject to penalties and assists the ERO
in executing its penalty authority.

323. NERC states that a Violation Risk
Factor has been assigned to each
Requirement of the Version 1 Reliability
Standards to delineate the relative risk
to the Bulk-Power System associated
with the violation of each Requirement,

115 See NERC’s March 23, 2007 filing in Docket
No. RR07-10-000, Exh. A.

116 See North American Electric Reliability
Corporation, 119 FERC { 61,145 (2007) (May 18
Order) (approving and modifying Violation Risk
Factors).

117 A Violation Risk Factor of lower, medium, or
high is assigned to each Requirement of each
mandatory Reliability Standard to associate a
violation of the Requirement with its potential
impact on the reliability of the Bulk-Power System.

118 For each Requirement of a Reliability
Standard, NERC will define up to four Violation
Severity Levels-lower, moderate, high, and severe—
as measurements of the degree to which a
Requirement is violated. In a June 7, 2007 order, the
Commission approved NERC’s proposal to apply
the current Levels of Non-Compliance in lieu of
Violation Severity Levels, while NERC develops a
comprehensive set of Violation Severity Levels by
March 1, 2008. North American Electric Reliability
Corp., 119 FERC q 61,248 (2007).

and the Violation Risk Factors do not
change the meaning or intent of the
Reliability Standards. NERC explains
that it has defined the following three
levels of Violation Risk Factors: (1) High
risk requirement; (2) medium risk
requirement; and (3) lower risk
requirement.119

2. Commission Proposal

324. In reviewing the proposed
Violation Risk Factor assignments, the
Commission has used the same
guidelines it applied when evaluating
NERC’s submission of Violation Risk
Factors as discussed in the May 18
Order. Specifically, to determine
whether the proposed Violation Risk
Factor assignments appropriately
indicate the potential or expected
impact to the reliability of the Bulk-
Power System, the Commission
considered: (1) Consistency with the
conclusions of the Final Report on the
August 14, 2003 Blackout in the United
States and Canada, (2) consistency
within a Reliability Standard, i.e.,
among sub- and main Requirements of
the same Reliability Standard, (3)
consistency among Reliability Standards
with similar Requirements, (4)
consistency with NERC’s proposed
definition of the Violation Risk Factor
level, and (5) assignment of a Violation
Risk Factor level to those Requirements
in certain Reliability Standards that co-
mingle a higher risk reliability objective
and a lesser risk reliability objective.120

325. Based on the application of these
guidelines, and for the reasons
explained below, the Commission
proposes to approve the 162 proposed
Violation Risk Factor assignments that
correspond to the Requirements of the
CIP Reliability Standards and direct
NERC to revise 43 of them. In addition,
the Commission notes that NERC did
not assign Violation Risk Factors to the
following nine Requirements and
proposes to direct NERC to make these
Violation Risk Factor assignments and
file them for Commission approval:
CIP-002-1 Requirement R3.1
CIP-003—-1 Requirement R4.1
CIP-003-1 Requirement R5.1.2
CIP-004-1 Requirement R2.2.2
CIP-004-1 Requirement R2.2.3
CIP-005-1 Requirement R1.5
CIP-007-1 Requirement R5.1
CIP-007-1 Requirement R5.3.3
CIP-007-1 Requirement R7

119 See May 18 Order at P 9 (providing the
complete definition of each level of Violation Risk
Factor).

120 See May 18 Order at P 16—36. We also note
that the May 18 Order explained that this list is not
necessarily comprehensive. The Commission
retains the flexibility to consider additional
guidelines in the future. Id. at n.12.

326. NERC has assigned a “lower”
designation to almost 85 per cent of the
Violation Risk Factors corresponding to
the Requirements of the CIP Reliability
Standards. No Requirements received a
“higher” Violation Risk Factor
assignment. By definition, a “lower”
Violation Risk Factor assignment means
that the Requirement is administrative
in nature where a violation of the
Requirement would not be expected to
affect the electrical state, capability,
monitoring or control of the Bulk-Power
System. The Commission believes that
NERC has mischaracterized many of the
Requirements as “administrative,”
resulting in a “lower” Violation Risk
Factor assignment, where in fact a
“medium” or “high” designation is
more appropriate.

327. For example, CIP-002-1
Requirement R2, which requires the
identification of assets that are critical
to the Bulk-Power System, is assigned a
“lower” Violation Risk Factor. While
the product of the Requirement is a list
of critical assets, this is clearly not an
administrative Requirement. In fact, the
failure to properly identify critical
assets could place the Bulk-Power
System at an unacceptable risk or
restoration efforts could be hindered.
Further, this Requirement has a
controlling effect over all of the CIP
Reliability Standards that follow. If an
asset is critical and is not identified as
such, the remaining CIP Reliability
Standards will not be applied.
Depending on the asset that is
overlooked, and consequently not
protected by the standards, a “higher”
level of Bulk-Power System failure is
possible. Thus, by NERC’s definition,
this Requirement should have a
“higher” Violation Risk Factor
assignment. In addition, the
recommendations related to physical
and cyber security contained in the
Blackout Report,121 while largely
addressed by the proposed CIP
Reliability Standards, would essentially
be thwarted if a responsible entity does
not comply with Requirements R2 and
R3 of CIP-002-1. Accordingly, we are
proposing to direct NERC to modify this
Requirement to denote a “‘higher”
Violation Risk Factor assignment.

328. Similarly, CIP-002-1
Requirement R3, which requires the
identification of cyber assets that are
essential to the operation of critical
Bulk-Power System assets, has a
“medium” Violation Risk Factor
assignment. By definition, a “medium”
Violation Risk Factor assignment means
that the Requirement is unlikely, under

121 Blackout Report at 163-169,
Recommendations 32—44.
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emergency, abnormal, or restoration
conditions to lead to Bulk-Power
System instability, separation, or
cascading failures, nor to hinder
restoration to a normal condition.
However, if this Requirement is
violated, the Bulk-Power System could
in fact be at an unacceptable risk of
failure or restoration efforts could be
hindered. Further, this Requirement has
a controlling effect over all of the CIP
Reliability Standards that follow. As
with CIP-002—1 Requirement R2,
depending on the asset that is
overlooked, and consequently not
protected by the Reliability Standards, a
higher level of Bulk-Power System
failure is possible. Also, proper
compliance with CIP-002-1,
Requirement R3 is essential to the
ability of the proposed CIP Reliability
Standards to satisfy the
recommendations of the Blackout
Report.122 Thus, by NERC’s definition
this Requirement should have a
“higher” Violation Risk Factor
assignment. Accordingly, we are
proposing to direct NERC to modify this
Requirement to denote a “‘higher”
Violation Risk Factor assignment.

329. The other modifications that the
Commission is proposing to direct
NERC to move the Violation Risk Factor
from a “lower” to a “medium”
assignment. The Commission’s primary
reason for directing these changes is to
promote implementation of the
recommendations contained in the
Blackout Report; to establish
consistency within a Reliability
Standard, i.e., among sub- and main
Requirements of the same Reliability
Standard; and consistency across
Reliability Standards.

330. The Commission proposes to
approve the proposed Violation Risk
Factor assignments filed by NERC and
proposes to direct NERC to modify the
Violation Risk Factors corresponding to
the Requirements as illustrated in the
attached list of proposed disposition
actions for the proposed Violation Risk
Factors.

331. We propose to direct NERC to
submit a filing containing these
modifications within 60 days of the date
of the Final Rule. We also propose to
direct NERC to include in its filing a
complete Violation Risk Factor matrix.
The matrix should also include
assignments for the missing Violation
Risk Factor assignments discussed
above.

II1. Information Collection Statement

332. The Office of Management and
Budget (OMB) Regulations require that

122 Id‘

OMB approve certain reporting and
recordkeeping (collections of
information) imposed by an agency.123
The information collection requirements
proposed in this NOPR are identified
under the Commission data collection,
FERC-725B “Mandatory Reliability
Standards for Critical Infrastructure
Protection.” These proposed
information collections will be
submitted to OMB for review under
section 3507(d) of the Paperwork
Reduction Act of 1995.124 In addition,
OMB regulations require OMB to
approve certain reporting and
recordkeeping requirements imposed by
agency rule.125

333. The “public protection”
provisions of the Paperwork Reduction
of 1995 requires each agency to display
a currently valid control number and
inform respondents that a response is
not required unless the information
collection displays a valid OMB control
number on each information collection
or provides a justification as to why the
information collection control number
cannot be displayed. In the case of
information collections published in
regulations, the control number is to be
published in the Federal Register.

334. Public Reporting Burden: The
Commission developed its estimate of
burden based upon the CIP Reliability
Standards as proposed by NERC. The
CIP Reliability Standards include only
one actual reporting requirement.
Specifically, CIP-008—1 requires
responsible entities to report cyber
security incidents to ESISAC. In
addition, the eight CIP Reliability
Standards require responsible entities to
develop various policies, plans,
programs and procedures. For example,
each responsible entity must develop
and document a risk-based assessment
methodology to identify critical assets,
which is then used to develop a list of
critical cyber assets (CIP-002-1). A
responsible entity that identifies any
critical cyber assets must also
document: a cyber security policy (CIP—
003-1); a security awareness program
(CIP—004-1, Requirement R1); a
personnel risk assessment program
(CIP—004-1, Requirement R3); an
electronic security perimeter and
processes for control of electronic access
to all electronic access points to the
perimeter (CIP-005—1, Requirements R1
and R2); a physical security plan (CIP—
006-1); procedures for securing certain
cyber assets (CIP-007-1); and recovery
plans for critical cyber assets (CIP—008—
1). The above is not an exhaustive list

1235 CFR 1320.11.
12444 U.S.C. 3507(d).
1255 CFR 1320.11.

and, in addition, the CIP Reliability
Standards require responsible entities to
maintain various lists and access logs.

335. The CIP Reliability Standards do
not require a responsible entity to report
to the Commission, ERO or Regional
Entities the various policies, plans,
programs and procedures. However, the
documentation of the policies, plans,
programs and procedures must be
available to demonstrate compliance
with the CIP Reliability Standards. The
Commission has included the cost of
developing the required documentation
for the required policies, plans,
programs and procedures in its burden
estimate. The Commission, however,
did not include in our burden estimate
the cost of substantive compliance with
the CIP Reliability Standards, separate
from the requirements to develop
specific documentation.

In formulating our estimate of the
reporting burden, the Commission has
been guided by several factors.

Number of Entities: As of April 2007,
NERC identified 1,266 registered
entities in the United States. The
Applicability section of each CIP
Reliability Standard specifies nine
categories of users, owners and
operators of the Bulk-Power System (as
well as NERC and the Regional Entities)
that must comply with the CIP
Reliability Standards. The nine
categories of users, owners and
operators are based on the categories of
functions identified in the NERC
Functional Model. Based on a review of
NERC'’s registration list, the Commission
estimates that approximately 1,000
entities will be required to comply with
the CIP Reliability Standards.

Variations in Compliance Burden:
The Commission’s estimate is based on
all 1,000 entities documenting an
assessment methodology to identify
critical assets and critical cyber assets
pursuant to CIP-002—1. As explained
above, only those entities that identify
critical cyber assets pursuant to CIP—
002-1 are responsible to comply with
the requirements of CIP-003-1 through
CIP-009-1. Accordingly, the cost
burden estimate differs for those entities
that identify critical cyber assets and
those that do not.

Further, the reporting burden would
vary with the number of critical cyber
assets identified pursuant to CIP-002-1.
An entity that identifies numerous
critical cyber security assets, including
assets located at remote locations, will
likely require more resources to develop
its policies, plans, programs and
procedures compared to an entity that
identifies one or two critical cyber
assets, housed at a single location.
Based on this distinction, the
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Commission has developed separate
estimates for large investor-owned
utilities and other responsible entities
such as municipals, generators and
cooperatives.

Customary Practices: Prior to the
development of CIP-002-1 through
CIP-009-1, NERC approved through its
urgent action process a cyber security
standard known as “UA-1200,” which
applied to entities “such as control
areas, transmission owners and
operators, and generation owners and
operators.” UA-1200 addressed a
number of the same reporting burdens
as the CIP Reliability Standards at issue
in this proceeding. For example, UA—
1200 required the creation and
maintenance of a cyber security policy,

the identification of “critical cyber
assets,” and the development of a cyber
security training program. Thus, entities
that voluntarily complied with UA—
1200 will continue these practices when
the mandatory CIP Reliability Standards
are in effect.

Further, many entities, including
those that did not comply with UA-
1200, typically have followed certain
practices specified in the CIP Reliability
Standards. The Commission believes
that practices such as conducting cyber
security training, having procedures for
whom to contact in case of a cyber
security incident, and developing a plan
for how to restore a computerized
control system should it fail are usual
and customary practices in the electric

industry and others. The Commission
has taken such customary practices into
account when estimating the reporting
burden.

Time Period: The CIP Reliability
Standards were approved by the NERC
board in May 2006, with a designated
effective date of June 1, 2006.126 The
proposed implementation schedule
submitted with the CIP Reliability
Standards plans for responsible entities
to be “‘auditably compliant”” with most
requirements by mid-2010 or later. Mid-
2010 is four years after CIP Reliability
Standards went into effect. Therefore,
the Commission developed an annual
burden estimate by dividing total costs
by 4 years.

: Number of Number of Hours per Total annual
Data collection respondents responses response hours
FERC-725B
Large investor-owned ULIlity ..........coooieeiiiiiiiiiieeee e 155 1 2,080 322,400
Others, including munis and COOpPsS .........cccccerverceeenenn. 795 1 1,000 795,000
Entities that have not identified critical cyber assets 50 1 160 8,000
LIt L PRSP R TOTTORURPRARTPR ITURTRRRPRURTPRTURPI EURPRTRORPRRIN 1,125,400

Information Collection Costs: The
Commission seeks comments on the
costs to comply with these
requirements. It has projected the costs
to be:

Large investor-owned utility =
322,400 hours@$88 = $28,371,200.

Others, including munis and coops =
795,000 hours@$88 = $69,960,000

Entities that have not identified
critical cyber assets = 8,000 hours@$88
= $704,000.

Because auditably compliant status is
not required for many requirements
until mid-2010, the Commission has
projected the costs over a four-year
period. On an annual basis the costs
will be ($28,371,200 + $69,960,000 +
$704,000)/4 years = $24,758,800 per
year. The hourly rate of $88 is a
composite figure of the average cost of
legal services ($200 per hour), technical
employees ($39.99 per hour) and
administrative support ($25 per hour),
based on hourly rates from the Bureau
of Labor Statistics (BLS). Using the May
2006 OES Industry-Specific
Occupational Employment and Wage
Estimates, the median hourly rate wage
estimate for a computer software
engineer is $39.99.127

Title: Mandatory Reliability Standards
for Critical Infrastructure Protection.

Action: Proposed collection.

126 Although NERC designated an effective date of
June 1, 2006, the CIP Reliability Standards are not
mandatory and enforceable, i.e., subject to penalties

OMB Control Number: To be
determined.

Frequency of responses: On occasion.

Necessity for information: As
discussed above, EPAct 2005 adds a
new section 215 to the FPA, which
requires a Commission-certified ERO to
develop mandatory and enforceable
Reliability Standards, which are subject
to Commission review and approval.
Once approved, the Reliability
Standards may be enforced by the ERO
subject to Commission oversight, or the
Commission can independently enforce
Reliability Standards. Pursuant to
section 215 of the FPA, the Commission
proposes in this NOPR to approve eight
Critical Infrastructure Protection (CIP)
Reliability Standards submitted to the
Commission for approval by NERC. The
CIP Reliability Standards require certain
users, owners, and operators of the
Bulk-Power System to comply with
specific requirements to safeguard
critical cyber assets. The information
collections proposed in this NOPR are
needed to protect the electric industry’s
Bulk-Power System against malicious
cyber attacks that could threaten the
reliability of the Bulk-Power System.

336. Internal Review: The
Commission has reviewed the CIP
Reliability Standards proposed for
approval in this NOPR and has made a
preliminary determination that the

for non-compliance, until they are approved by the

Commission.

proposed CIP Reliability Standards are
necessary to safeguard the integrity of
the nation’s Bulk-Power System. The
Commission has assured itself, by
means of its internal review, that there
is specific, objective support for the
burden estimate associated with the
information requirements (FERC-725B
“Mandatory Reliability Standards for
Critical Infrastructure Protection’)
proposed to be imposed by this NOPR.

337. Interested persons may obtain
information on the reporting
requirements by contacting the
following: Federal Energy Regulatory
Commission, 888 First Street, NE.,
Washington, DC 20426 (Attention:
Michael Miller, Office of the Executive
Director, 202—-502—8415) or from the
Office of Management and Budget
(Attention: Desk Officer for the Federal
Energy Regulatory Commission, fax:
202—-395-7285, e-mail:
oira_submission@omb.eop.gov).

338. Comments concerning the
collection of information(s) and the
associated burden estimate(s), should be
sent to the contact listed above and to
the Office of Management and Budget,
Office of Information and Regulatory
Affairs, Washington, DC 20503
[Attention: Desk Officer for the Federal
Energy Regulatory Commission, phone:
(202) 395-7856, fax: (202) 395-7285].

127 See http://www.bls.gov/oes/current/
naics2_22.htm.
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IV. Environmental Analysis

339. The Commission is required to
prepare an Environmental Assessment
or an Environmental Impact Statement
for any action that may have a
significant adverse effect on the human
environment.128 The Commission has
categorically excluded certain actions
from these requirements as not having a
significant effect on the human
environment.'2® The actions proposed
here fall within categorical exclusions
in the Commission’s regulations for
rules that are clarifying, corrective, or
procedural, for information gathering,
analysis, and dissemination, and for
sales, exchange, and transportation of
electric power that requires no
construction of facilities.139 Therefore,
an environmental assessment is
unnecessary and has not been prepared
in this NOPR.

V. Regulatory Flexibility Act
Certification

340. The Regulatory Flexibility Act of
1980 (RFA) 131 generally requires a
description and analysis of final rules
that will have significant economic
impact on a substantial number of small
entities. In a NOPR, an agency must
either include an initial regulatory
flexibility analysis or certify that the
proposed rule will not have a
“significant impact on a substantial
number of small entities.” The Small
Business Administration defines a small
electric utility as one that has a total
electric output of less than four million
MWh in the proceeding year.

341. The RFA requires agencies in
drafting a proposed rule: (1) To assess
the affect that their regulation will have
on small entities; (2) to analyze effective
alternatives that may minimize a
regulation’s impact; and (3) to make
their analyses available for public
comment.132 In its notice of proposed
rule making (NOPR), the agency must
either include an initial regulatory
flexibility analysis (Initial RFA) 133 or
certify that the proposed rule will not
have a “significant impact on a
substantial number of small
entities.”” 134

128 Order No. 486, Regulations Implementing the
National Environmental Policy Act, 52 FR 47897
(Dec. 17, 1987), FERC Stats. & Regs. Preambles
1986-1990 q 30,783 (1987).

12918 CFR 380.4.

130 See 18 CFR 380.4(a)(2)(ii), 380.4(a)(5),
380.4(a)(27).

1315 U.S.C. 601-612 (2006).

1325 U.S.C. 601-604 (2006).

1335 U.S.C. 603(a) (2006).

1345 U.S.C. 605(b) (2006).

Affect on small entities

342. Our analysis shows that the
DOE’s Energy Information
Administration (EIA) reports that there
were 3,284 electric utility companies in
the United States in 2005,135 and 3,029
of these electric utilities qualify as small
entities under the SBA definition. Of
these 3,284 electric utility companies,
the EIA subdivides them as follows: (1)
883 cooperatives of which 852 are small
entity cooperatives; (2) 1,862 municipal
utilities, of which 1842 are small entity
municipal utilities; (3) 127 political
subdivisions, of which 114 are small
entity political subdivisions; (4) 159
power marketers, of which 97
individually could be considered small
entity power marketers; 136 (5) 219
privately owned utilities, of which 104
could be considered small entity private
utilities; (6) 25 state organizations, of
which 16 are small entity state
organizations and (7) nine federal
organizations of which four are small
entity federal organizations.

343. As explained above, the
Commission is relying on NERC’s
compliance registry, applying the NERC
Statement of Registry Criteria, to
identify entities that must comply with
the CIP Reliability Standards. To be
included in the compliance registry, the
ERO will have made a determination
that a specific small entity has a
material impact on the Bulk-Power
System. Consequently, the compliance
of such small entities is justifiable as
necessary for Bulk-Power System
reliability. Based on NERC’s compliance
registry as of June 2007, the Commission
estimates that approximately 1,000
registered entities will be responsible
for compliance with the CIP Reliability
Standards. Of these, the Commission
estimates that the CIP Reliability
Standards will apply to approximately
632 small entities, consisting of 12 small
investor-owned utilities and 620 small
municipal and cooperatives.

344. The Commission believes that
the CIP Reliability Standards will not
have a significant economic impact on
a substantial number of small entities.
The majority of small entities are not
required to comply with mandatory
Reliability Standards based on the
application of the NERC Registry
Criteria. Moreover, as explained above,
a small entity that is registered but does
not identify critical cyber assets

135 See Energy Information Administration
Database, Form EIA-861, Dept. of Energy (2005),
available at http://www.eia.doe.gov/cneaf/
electricity/page/eia861.html.

136 Most of these small entity power marketers
and private utilities are affiliated with others and,
therefore, do not qualify as small entities under the
SBA definition.

pursuant to CIP—002—1 will not have
compliance obligations pursuant to CIP—
003-1 through CIP-009-1. While a
small entity that identifies only a few
critical cyber assets must comply with
CIP-003-1 through CIP-009-1, the
Commission believes that the economic
impact of such compliance will not be
significant. Likewise, the housing of a
limited number of critical cyber assets
in a single location will lessen the
economic impact of compliance.

345. In addition, as discussed further
below, while not required or proposed
by this NOPR, small entities can, if they
choose, collectively select a single
consultant to develop model software
and programs to comply with the
proposals in this NOPR on their behalf.
Such an approach could significantly
reduce the costs that would be incurred
if each company would address these
issues independently.

346. While there will be some portion
of small entities that will have to
expend significant amounts of resources
on labor and technology to comply with
the CIP Reliability Standards, the
Commission believes that this will be a
significant minority. Further, in such
circumstances, the economic impact is
justified as necessary to protect cyber
security assets that support Bulk-Power
System reliability.

Alternatives

347. In Order No. 693, which
approved 83 Reliability Standard for the
Bulk-Power System, the Commission
discussed several alternatives that are
also applicable to the CIP Reliability
Standards.137 Several of these have
already been implemented such as the
approval of the NERC definition of bulk
electric system, which reduces
significantly the number of small
entities responsible for compliance with
mandatory Reliability Standards.138
Further, the Commission adopted the
NERC compliance registry process to
identify the entities responsible for
compliance with mandatory Reliability
Standards.

348. Another significant alternative is
the ability for a small entity to join a
joint action agency or similar
organization. Such an organization may
accept responsibility for compliance
with mandatory Reliability Standards
on behalf of its members and also may
divide the responsibility for compliance
with its members. The Commission
generally approved the concept of joint
action agencies in Order No. 693 and
directed NERC to submit implementing

137 See Order No. 693 at P 1945.
138]d. at P 75, 1945.
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procedures.?32 NERC submitted
revisions to its Rules of Procedure to
allow for joint action agencies and
similar organizations and, in an order
issuing concurrently with this NOPR,
the Commission approves NERC’s joint
action agency rules. These rules,
supported by APPA, NRECA and others,
will provide significant flexibility for
small entities on how they will achieve
compliance with the CIP Reliability
Standards or to assign compliance
responsibility to a central organization.

Certification

349. Based on the above analysis, the
Commission certifies that the proposed
rulemaking will not have a significant
impact on a substantial number of small
entities.

VI. Comment Procedures

350. The Commission invites
interested persons to submit comments
on the matters and issues proposed in
this notice to be adopted, including any
related matters or alternative proposals
that commenters may wish to discuss.
Comments are due October 5, 2007.
Comments must refer to Docket No.
RM06-22-000, and must include the
commenter’s name, the organization
they represent, if applicable, and their
address in their comments. Comments
may be filed either in electronic or
paper format.

351. Comments may be filed
electronically via the eFiling link on the
Commission’s Web site at http://
www.ferc.gov. The Commission accepts
most standard word processing formats
and requests commenters to submit
comments in a text-searchable format
rather than a scanned image format.
Commenters filing electronically do not
need to make a paper filing.
Commenters that are not able to file
comments electronically must send an
original and 14 copies of their
comments to: Federal Energy Regulatory
Commission, Office of the Secretary,
888 First Street, NE., Washington, DC
20426.

352. All comments will be placed in
the Commission’s public files and may
be viewed, printed, or downloaded
remotely as described in the Document
Availability section below. Commenters
on this proposal are not required to
serve copies of their comments on other
commenters.

VII. Document Availability

353. In addition to publishing the full
text of this document in the Federal
Register, the Commission provides all
interested persons an opportunity to
view and/or print the contents of this
document via the Internet through
FERC’s Home Page (http://www.ferc.gov)
and in FERC’s Public Reference Room
during normal business hours (8:30 a.m.

APPENDIX A

to 5 p.m. Eastern time) at 888 First
Street, NE., Room 2A, Washington DC
20426.

354. From FERC’s Home Page on the
Internet, this information is available on
eLibrary. The full text of this document
is available on eLibrary in PDF and
Microsoft Word format for viewing,
printing, and/or downloading. To access
this document in eLibrary, type the
docket number excluding the last three
digits of this document in the docket
number field.

355. User assistance is available for
eLibrary and the FERC’s Web site during
normal business hours from FERC
Online Support at (202) 502-6652 (toll-
free at 1-866—208—3676) or e-mail at
ferconlinesupport@ferc.gov, or the
Public Reference Room at (202) 502—
8371, TTY (202) 502-8659. E-Mail the
Public Reference Room at
public.referenceroom@ferc.gov.

List of Subjects in 18 CFR Part 39

Administrative practice and
procedure, Electric power, Penalties,
Reporting and recordkeeping
requirements.

By direction of the Commission.
Kimberly D. Bose,

Secretary.

[Note: The following appendices will not
be published in the Code of Federal
Regulations.]

List of Commenters

Allegheny
AMP-Ohio ....
APPA/LPPC .
Arizona Public Service ..
California PUC
Cleveland Public Power ...
Constellation
Dominion ...

EPSA
FirstEnergy
Georgia System
ISA Group
ISO/RTO Council
ISO-NE
MEAG Power
MidAmerican
MITRE
National Grid
NERC
NIST ...
Northeast Utilities

NRECA
Ontario IESO

139]d. at P 107.

Allegheny Power and Allegheny Energy Supply
American Municipal Power—Ohio, Inc.

American Transmission Company, LLC.
Arizona Public Service Company.
California Public Utilities Commission.
City of Cleveland, Division of Public Power.
Constellation Energy Group, Inc.
Dominion Resources, Inc.

Duke Energy Corporation.

Edison Electric Institute.

Electric Power Supply Association.
FirstEnergy Service Company.

Georgia System Operations Corporation.

ISO/RTO Council.

ISO New England Inc.

MEAG Power Motion to Intervene.
MidAmerican Electric Operating Companies.
MITRE Corporation.

National Grid USA.

North American Electric Reliability Corporation.
National Institute of Standards and Technology.

Companies).
National Rural Electric Cooperative Association.

Pacific Gas and Electric Company.
PJM Interconnection, LLC.

Company.

American Public Power Association and Large Public Power Council.

Three members of the ISA-SP99.05 Leadership Group (Instrument Society of America).

Northeast Utilities Service Company (on behalf of its transmission owning affiliates, the NU

Ontario Independent Electricity System Operator.
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List of Commenters

Progress ENergy .......ccccecveeiireeiiineennieee e
ReliabilityFirst ...,
Santa Clara .......cccccevceenieiiie e

SoCal Edison .
Southern
Southwest TDUs

SP P s
Tampa EIeCtriC .......ccoovviriiiiiiiiieec e
Wisconsin Electric .

Xcel

Progress Energy, Inc.
ReliabilityFirst Corporation.

Southern California Edison Company.
Southern Company Services, Inc.

Southwest Power Pool, Inc.

Tampa Electric Company.
Wisconsin Electric Power Company.
Xcel Energy Services, Inc.

City of Santa Clara, for its municipal Silicon Valley Power.

Southwest Transmission Dependent Utility Group.

APPENDIX B.—VIOLATION RISK FACTORS: PROPOSED DISPOSITIONS

Standard No.

Requirement No.

Text of requirement

Violation risk factor

NERC pro-
posal

Commission
determination

Guideline

CIP-002-1

CIP-002-1

CIP-002—1

CIP-002-1

CIP-003-1

CIP-003-1

CIP-003-1

CIP—-004-1

CIP-004-1

Critical Asset Identification Method—The Responsible
Entity shall identify and document a risk-based as-
sessment methodology to use to identify its Critical
Assets.

The risk-based assessment shall consider the fol-
lowing assets:

Critical Asset Identification—The Responsible Entity
shall develop a list of its identified Critical Assets
determined through an annual application of the
risk-based assessment methodology required in R1.
The Responsible Entity shall review this list at least
annually, and update it as necessary

Critical Cyber Asset Identification—Using the list of
Critical Assets developed pursuant to Requirement
R2, the Responsible Entity shall develop a list of
associated Critical Cyber Assets essential to the
operation of the Critical Asset. Examples at control
centers and backup control centers include systems
and facilities at master and remote sites that pro-
vide monitoring and control, automatic generation
control, real-time power system modeling, and real-
time interutility data exchange. The Responsible
Entity shall review this list at least annually, and up-
date it as necessary. For the purpose of Reliability
Standard CIP-002, Critical Cyber Assets are further
qualified to be those having at least one of the fol-
lowing characteristics:

Cyber Security Policy—The Responsible Entity shall
document and implement a cyber security policy
that represents management's commitment and
ability to secure its Critical Cyber Assets. The Re-
sponsible Entity shall, at minimum, ensure the fol-
lowing:

Leadership—The Responsible Entity shall assign a
senior manager with overall responsibility for lead-
ing and managing the entity’s implementation of,
and adherence to, Reliability Standards CIP—002
through CIP-009.

Information Protection—The Responsible Entity shall
implement and document a program to identify,
classify, and protect information associated with
Critical Cyber Assets.

This program will ensure that all personnel having
such access to Critical Cyber Assets, including con-
tractors and service vendors, are trained within 90
calendar days of such authorization.

Training shall cover the policies, access controls, and
procedures as developed for the Critical Cyber As-
sets covered by CIP-004, and include, at a min-
imum, the following required items appropriate to
personnel roles and responsibilities:

MEDIUM

MEDIUM

MEDIUM

MEDIUM

MEDIUM

MEDIUM

MEDIUM

1,3, 4

1,34

1,3, 4

1,2
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APPENDIX B.—VIOLATION RISK FACTORS: PROPOSED DISPOSITIONS—Continued

Standard No.

Requirement No.

Text of requirement

Violation risk factor

NERC pro-
posal

Commission
determination

Guideline

CIP-004-1

CIP-004-1

CIP-004-1

CIP-005-1

CIP-005-1

CIP-005-1

CIP-005-1

CIP-005-1

CIP-005-1

CIP-005-1

CIP-005-1

CIP-005-1

Action plans and procedures to recover or re-establish
Critical Cyber Assets and access thereto following a
Cyber Security Incident.

Personnel Risk Assessment—The Responsible Entity
shall have a documented personnel risk assess-
ment program, in accordance with federal, state,
provincial, and local laws, and subject to existing
collective bargaining unit agreements, for personnel
having authorized cyber or authorized unescorted
physical access. A personnel risk assessment shall
be conducted pursuant to that program within 30
days of such personnel being granted such access.
Such program shall at a minimum include:

The Responsible Entity shall revoke such access to
Critical Cyber Assets within 24 hours for personnel
terminated for cause and within seven calendar
days for personnel who no longer require such ac-
cess to Critical Cyber Assets.

Access points to the Electronic Security Perimeter(s)
shall include any externally connected communica-
tion end point (for example, dial-up modems) termi-
nating at any device within the Electronic Security
Perimeter(s).

For a dial-up accessible Critical Cyber Asset that uses
a non-routable protocol, the Responsible Entity
shall define an Electronic Security Perimeter for that
single access point at the dial-up device.

Communication links connecting discrete Electronic
Security Perimeters shall not be considered part of
the Electronic Security Perimeter. However, end
points of these communication links within the Elec-
tronic Security Perimeter(s) shall be considered ac-
cess points to the Electronic Security Perimeter(s).

Any non-critical Cyber Asset within a defined Elec-
tronic Security Perimeter shall be identified and pro-
tected pursuant to the requirements of Reliability
Standard CIP—-005.

Electronic Access Controls—The Responsible Entity
shall implement and document the organizational
processes and technical and procedural mecha-
nisms for control of electronic access at all elec-
tronic access points to the Electronic Security Pe-
rimeter(s).

Where external interactive access into the Electronic
Security Perimeter has been enabled, the Respon-
sible Entity shall implement strong procedural or
technical controls at the access points to ensure au-
thenticity of the accessing party, where technically
feasible.

Monitoring Electronic Access—The Responsible Entity
shall implement and document an electronic or
manual process(es) for monitoring and logging ac-
cess at access points to the Electronic Security Pe-
rimeter(s) twenty-four hours a day, seven days a
week.

For dial-up accessible Critical Cyber Assets that use
non-routable protocols, the Responsible Entity shall
implement and document monitoring process(es) at
each access point to the dial-up device, where tech-
nically feasible.

Where technically feasible, the security monitoring
process(es) shall detect and alert for attempts at or
actual unauthorized accesses. These alerts shall
provide for appropriate notification to designated re-
sponse personnel. Where alerting is not technically
feasible, the Responsible Entity shall review or oth-
erwise assess access logs for attempts at or actual
unauthorized accesses at least every 90 calendar
days.

MEDIUM

MEDIUM

MEDIUM

MEDIUM

MEDIUM

MEDIUM

MEDIUM

MEDIUM

MEDIUM

MEDIUM

MEDIUM

MEDIUM

1,4

1,34

1,34

1,2, 4

1,2, 4

1,2, 4

1,2, 4

1,2, 4

1,2

1,2
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Standard No.

Requirement No.

Text of requirement

Violation risk factor

NERC pro-
posal

Commission
determination

Guideline

CIP-005-1

CIP-005-1

CIP-005-1

CIP-005-1

CIP-005-1

CIP-006-1

CIP-006-1

CIP-007-1

CIP-007-1

CIP-007-1

CIP-007-1

CIP-007-1

CIP-007-1

CIP-007-1

CIP-007-1

CIP-007-1

Cyber Vulnerability Assessment—The Responsible
Entity shall perform a cyber vulnerability assess-
ment of the electronic access points to the Elec-
tronic Security Perimeter(s) at least annually. The
vulnerability assessment shall include, at a min-
imum, the following:

A review to verify that only ports and services re-
quired for operations at these access points are en-
abled.

The discovery of all access points to the Electronic
Security Perimeter;

A review of controls for default accounts, passwords,
and network management community strings; and
Documentation of the results of the assessment, the
action plan to remediate or mitigate vulnerabilities
identified in the assessment, and the execution sta-

tus of that action plan.

Procedures for reviewing access authorization re-
quests and revocation of access authorization, in
accordance with CIP-004 Requirement R4.

Testing and maintenance of all physical security
mechanisms on a cycle no longer than three years.

The Responsible Entity shall create, implement, and
maintain cyber security test procedures in a manner
that minimizes adverse effects on the production
system or its operation.

Ports and Services—The Responsible Entity shall es-
tablish and document a process to ensure that only
those ports and services required for normal and
emergency operations are enabled.

In the case where unused ports and services cannot
be disabled due to technical limitations, the Re-
sponsible Entity shall document compensating
measure(s) applied to mitigate risk exposure or an
acceptance of risk.

Malicious Software Prevention—The Responsible En-
tity shall use anti-virus software and other malicious
software (“malware”) prevention tools, where tech-
nically feasible, to detect, prevent, deter, and miti-
gate the introduction, exposure, and propagation of
malware on all Cyber Assets within the Electronic
Security Perimeter(s).

The Responsible Entity shall document and imple-
ment anti-virus and malware prevention tools. In the
case where anti-virus software and malware pre-
vention tools are not installed, the Responsible Enti-
ty shall document compensating measure(s) applied
to mitigate risk exposure or an acceptance of risk.

The Responsible Entity shall document and imple-
ment a process for the update of anti-virus and
malware prevention “signatures.” The process must
address testing and installing the signatures.

The Responsible Entity shall review, at least annually,
user accounts to verify access privileges are in ac-
cordance with Reliability Standard CIP-003 Re-
quirement R5 and Reliability Standard CIP-004 Re-
quirement R4.

The policy shall include the removal, disabling, or re-
naming of such accounts where possible. For such
accounts that must remain enabled, passwords
shall be changed prior to putting any system into
service.

Where such accounts must be shared, the Respon-
sible Entity shall have a policy for managing the use
of such accounts that limits access to only those
with authorization, an audit trail of the account use
(automated or manual), and steps for securing the
account in the event of personnel changes (for ex-
ample, change in assignment or termination).

MEDIUM

MEDIUM

MEDIUM

MEDIUM

MEDIUM

MEDIUM

MEDIUM

MEDIUM

MEDIUM

MEDIUM

MEDIUM

MEDIUM

MEDIUM

MEDIUM

MEDIUM

MEDIUM

1,2

1,2

1,2
1,2

1,4

1,3

1,2

1,2

1,2

1,2

1,2

1,2

1,2

1,2

1,2
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Violation risk factor
Standard No. Requirement No. Text of requirement NERC pro- Commission Guideline
posal determination

CIP-007-1 ........... R6.1 i The Responsible Entity shall implement and docu- | LOWER ......... MEDIUM ....... 1,2
ment the organizational processes and technical
and procedural mechanisms for monitoring for secu-
rity events on all Cyber Assets within the Electronic
Security Perimeter.

CIP-007-1 ........... R6.2 ..o The security monitoring controls shall issue auto- | LOWER ......... MEDIUM ....... 1,2
mated or manual alerts for detected Cyber Security
Incidents.

CIP-007-1 ........... R6.3 .o The Responsible Entity shall maintain logs of system | LOWER ......... MEDIUM ....... 1,2
events related to cyber security, where technically
feasible, to support incident response as required in
Reliability Standard CIP-008.

CIP-007-1 ........... R8.2 ..o A review to verify that only ports and services re- | LOWER ......... MEDIUM ....... 1,3
quired for operation of the Cyber Assets within the
Electronic Security Perimeter are enabled;

CIP-007-1 ........... R8.3 i A review of controls for default accounts; and LOWER ......... MEDIUM ....... 1,3

CIP-007-1 ........... R8.4 ..o Documentation of the results of the assessment, the | LOWER ......... MEDIUM ....... 1,2,3
action plan to remediate or mitigate vulnerabilities
identified in the assessment, and the execution sta-
tus of that action plan.

[FR Doc. E7—14710 Filed 8-3—07; 8:45 am]
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