











Emergency Response and Disaster Recovery
Planning

Emergency Response planning, when coupled with Disaster Recovery
planning, outlines a road map for your organization to quickly
recover and restore critical operational functions after an unexpected
event. These events can include potential natural, environmental,
technological, and man-made threats. We use the NIST 800-30
methodology to identify the most likely threat sources and create
threat pairs based on impact and risk to operations. For each risk that
poses a significant impact to operations, we identify the need for a
specific Emergency Response to that risk. These individual response
plans are merged into a unified Emergency Response Plan that
includes clear instructions for the Incident Response team to follow.
The planning process is a key deliverable that forces managers and
their staff to explore viable options that can be employed in the event
of an emergency or disaster. These contingencies can ultimately help
to save lives, reduce property loss, as well as lessen an organization’s
potential liability. The Disaster Recovery Planning work helps identify
the all of the critical systems required for operations to continue. This
plan also includes the backup and recovery process for each system.
Our team identifies each critical system (hardware, software, and

network devices), and the acceptable downtime for each system.

Red Team Testing

While the Penetration Testing Services can occur anywhere in the
network environment, the Red Team Test is an all-out attempt to
gain physical or cyber access to a critical infrastructure system from
the outside, with little or no information about the target. During a
Red Team Test, a highly skilled team of security professionals use
adversary techniques commonly used by hackers, cyber terrorists,
and motivated criminals to gain either physical or cyber access of a
critical infrastructure system. Ground rules for these types of projects
are negotiated and documented prior to project start, and our teams
operate under the restraint that they can “do no harm”to any physical,
electronic, or cyber systems during the Red Team Test. To maximize the
value of a Red Team Test, the test should be performed in a very covert
manner, and no one on the inside of the IT or security teams should
be tipped off that this type of test is underway. Usually, the project
sponsor is the only one at the client location that is aware that this test

is being performed.




Cyber Forensics

When critical assets and systems come under attack, security
professionals must be able to gather electronic evidence and utilize
that evidence to prosecute those who are responsible. Cyber forensics
is the process of extracting information and data both volatile and from
computer storage media and guaranteeing its accuracy and reliability.
Since electronic evidence is fragile and can easily be modified, finding
this data, collecting it, preserving it, and presenting it properly in a
court of law is the real challenge. Additionally, cyber thieves, criminals,
and honest and dishonest employees hide, wipe, disquise, cloak,
encrypt and destroy evidence from storage media using a variety of
freeware, shareware and commercially available utility programs.
Often times such attacks are the results of multiple instances or can be
just the “tip of the iceberg” of something larger. Improper handling of
forensics data can destroy an entire case or bring an investigation to a
halt. All data should be left completely alone except by a trained cyber
forensic expert. The Industrial Defender Professional Services team
leverages the combined capabilities in Cyber Forensics and expertise
with SCADA and mission-critical real-time systems to provide a
uniquely qualified team of professionals who can assist in those critical

moments after a cyber incident.




Industrial Defender, Inc. Your Trusted Partner in Cyber Risk Protection™
With over 17 years of real-time process control and SCADA industry
cyber security experience in the Power, Oil & Gas, Transportation,
Water, and Chemical vertical markets, Industrial Defender is the trusted
leader in the Cyber Risk Protection™ lifecycle. Please contact us for more

information at:
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Industrial Defender, Inc., the global leaderin Cyber Risk Protection™,

is the first company to offer a completely integrated Defense-in-
Depth™ cyber security solution designed to protect the industrial
control system and SCADA environment in a flexible and cost
effective platform. This comprehensive Cyber Risk Protection™
lifecycle solution enables the efficient assessment, mitigation and
management of cyber security risk within the critical infrastructure
network domain. Formerly known as Verano, Inc., Industrial
Defenderis a privately held company with over 17 years of industrial
control system and SCADA industry experience, and more than 6
years of industrial cyber security experience - recently recognized
by Frost and Sullivan’s 2008 Company of the Year Award. Industrial
Defender has completed more than 90 process control / SCADA
cyber security assessments, more than 2,000 global technology
deployments in securing critical infrastructure systems, more than
3,000 mission critical SCADA deployments and provides managed

security services for 160 process control plants in 21 countries.
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